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A 000 Initlal Commenis A 000

The following reflects the findings of the California
Deparimeant of Public Heakh during a visit to
invsstigate Entity Reportad Incident CAD0343663
regarding an akeged Braach of Patient Health
Information (PHE).

investigatad
reprasent the findings of a full inspection of the
hosphal.

Representing the Calformia Depertment of Public -
Health: 29328, Health Faclities Evaluator

The hospital detected the Breach of PHI on
2/8/13, and reported the Breach of PHI to the

Depestment on 2/14/13. The hospital notified
Pationt 1 of the Breach of PHI on 2/14/13,

A001 Informed Medical Breach A0D1

Hoalth and Safety Code Section 1260.15 (b}(2),
* A olinic, hoalth fackity, agency, or hospice shall
also repoct any unlawful or unauthorized access
10, Or UGS Or disclosure of, a paient's medical
information 50 the affectad patiant or the patient's
reprecentative st the last known address, ho later
than five businesa days after the unlawhul or CALIFORNIA DEPARTMENT

R 0D 18" W 4§

unauthorized acoess, Use, or disciosure has been OF PUBLIC HEALTH)

) B

hosplos. MAY 1.2 200

The CDPH verified that the taciity iInformad the L& C Dvision
affected patient(s) or the patient's SAN JOSE
representative{s) of the uniawhi or unauthorized
access, use or disclosire of the patient's medical
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A001| Continued From page 1 A 001
. The Ethics & Compliance Officer [2/14/2013
A017 1280.15(a) Health & Safety Code 1280 A017 notified the patient regarding the
(a) A clinic, health faciity, home health agency, or breach.
Rosnsed pursuant o Section 1204, . . ,
1250, 1725, or 1745 shall prevent unlawful or . The Ethics & Compliance Officer 3/6/2013
unaulhoﬂ::a access o, and use m of, met with the employee who
patients' medical information, as violated the patient protected
:,'gd"**""" () W:s : “1%"“’“3“” Code health mfongaﬁon (II))HI) to discuss
department, after investigation, may assess an the privacy violation.
mmm M: ot m . The supervisor completed 3/6/2013
($25,000) per patient whose medical information disciplinary action against the
was uniawfully or without authorization accessed, employee according to county
used, or disclosad, and Up o severnteen policy.
subooqtmﬁ&w of unlgvgm P
OCOUITeNCe or . ics i
( ncrieas, 18, Of of that The Etl}lcs & Qomphance Officer |3/6/2013
mauﬂuizad“aooeusl i : dF“hdosma of the and Chief Medical Officer (CMO)
patieria , the department MI M“ y the met and discussed corrective
olinic's, health fackity's, agency's, or hospice's actions to be taken to include the
history of npk with this eao:br:and other following:
mmwmmmymm 1. The Ethics & Compliance  |s/112013
and bo:m praventative action fo mmw Office provided an
g?:dml I MI i g‘:tmw' bwm“”md the educational session to
faciity's ebility to comply wih this section. The Primary Care Department
department shalt have full discrefion to consider Staff regarding privacy laws
ﬂmmmmmmdm and tips on how to .
. p : technically, administratively
and physically safeguard our
patients’ protected health
information, as well as
This Statute Is not met as evidanoed by: regarding the ‘mﬂumum
Based on m‘:j“"‘d record review, the necessary standard.
GALFORMIA-DEPARIMENT
Livensing and Caniioation Division
STATE FORM aer 24011 OF PUBLIC HEALTH , sieet 2014
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A017| Continued From page 2 A017 2. The Employee was required |6/14/2013
of patierts' medical information when Patient 1's to complete on-line HIPAA
ciinical information was stolen from his training modules regarding
physician's car, privacy laws on how to
. technically, administratively
Findings: and physically safeguard
The Depastment received an entity reported patients’ protected health
incident from the fackity on 2/14/13 which information,
| ndicated on 2/8/13, mcmgraff’aﬁt:&ﬁ:ﬂ
physician was broken N'“’"ﬂ on 3. Primary Care Division Chief [3/6/2013
Pumber, medications, blood preesurs and blood Primary Care providers
sugar readings, ' reminding them that Santa
' v Clara Valley Medical Center
&{:‘9 ot intarview (“égo‘f;“m%: 3‘#‘1‘5‘“" policy does not authorize
am. pmw"’m‘ the car of Patient 1'8 phys employees to remove PHI
was broken knto on 2/8/13, Patient 1's from work locations,
informed the ECO on 2/1113 about the incidert.
Among the stolen items was an envelope that e. AllHIPAA events are evaluated by
gmkwd dent" 1‘? ml Mmmﬁonl Including the Ethics and Compliance Officer |p/14/2013
. m’“ i biood pressure and blood sugar and tracked for the development of
readings. trends, Currently events of this
nature are non-recurring. Any
Patient 1's physiclan was interviewed on 4/16/14 identified trend is escalated to the
::ség‘%mp. H'" omhmdm : hl hl ws:t“édmkn '"l "m' Santa Clara Valley Health and
medicel ksformation for Patient 1 incuded the Hospital System (SCVHHS)
Wﬁ m moo:d numbef names Qf Privacy Committee for analysis
L _ | ms ICEDO M ARG BI00G K38l znd_agﬁnn J—
readings.
Review of & copy of the Information stolen from
Patient 1's physician car, Indicated the following
modical information was diaclosed; Patient 1's
narne, medical record number, namaes of
medications, blood prassure and biocod sugar
#nd Cerifcation Division CALIFORNIA DEPARTMENT
STATE FORM e T24011 OF PUBLIC HEALTH ¥ conlinustion sheet 3 of 4
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A017| Continued From page 3 A017
Review of the faciity's letter acdressad to Patient
1 dated 2/14/13 revealed Patient 1's medical
Information was accidentally disclosed when his
physician's car was broken lnio on 2/6/13 and
among the stolan ksma were Patient 1's clinical
information including medical record number,
madications, blood pressure and biood sugar
rudinos
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