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The following reflects the findings of the California - |
Department of Public Health during the investigation
of an entity reported incident. - I
1
Entity Reported Incident Number: CAOQO200065 P
Representing the Department: cen
I e
The inspection was limited to the specific entity
reported incident investigated and does not
;:g:::ent the findings of a full inspection of the Plan of Correction: hl/l3/10
1. The individual
One deficiency was written as the result of entity responsible for the breach
reported incident 200065. .
was issued a formal
1280.15(a) Health & Safety Code 1280 written reprimand and
required to complete
(a) A dinic, health facility, home health agency, or 9 . p .
hospice licensed pursuant to Section 1204, 1250, HIPAA privacy and security
1725, or 1745 shall prevent’ unlawful or unauthorized education modules,
access to, and use or disclosure of patients’ . . .
medical information, as defined in subdivision (g) of including review of
Section 56 05 of the Civil Code and consistent with relevant policies and
ion 130203. The  department, fte .
Section parimer anrer privacy rules. 2. KMC
investigation, may assess an administrative penaity .
for a violation of this section of up to twenty-five continues with its
thougnd . dollars‘ ($25,000) per patient \A'lhose efforts to educate staff
medical information was unlawfully or without . .
authorization accessed, used, or disclosed, and up regarding the importance
to seventeen thousand five hundred dollars of safeguarding patients'
($17,500) per subsequent occurrence of unlawful or . th h 1
unauthorized access, use, or disclosure of 1hat privacy rough genera
patients’ medical information. For purposes of the orientation, annual HIPAR
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Continued From page 1 privacy, security and
investigation, the department shall consider the compliance reviews,
-clinic’s, health facility's, agency's, or hospice's . -
history of compliance with this section and other department spec1f1c
related state and federal statutes and regulations, education and
the extent to which the facility detected violations environmental rounds
and took preventative action to immediately correct .
and prevent past violations from recurring, and
factors outside its control that restricted the Responsible Parties:
facility's ability to comply with this section. The . .
department shall have full discretion to consider all Prlvacy Offlcer= ITS
factors when determining the amount of an Director, Department
administrative penalty pursuant to this section. Managers ED Chairman
b 2
1280.15(i) Health and Safety Code 1280 Chief Executive Officer.
(iy For purposes of this section, the following A A
definitions shall apply: Monitoring:
Privacy audits will be
(1) "Reported event” means all breaches included onducted on thi
in any single report that is made pursuant to conducte o a mon Yy
subdivision (b), regardless of the number of breach basis with environmental
events contained in the report. round teams including
{2) "Unauthorized” means the inappropriate . . >
access, review, or Viewing of patient medical but not limited to,
information without a direct need for medical patient armbands and
diagnosis, treatment, or other Ilawful use as k bei left 1vi
permitted by the Confidentiality of Medical paperwor emg leit lyirg
information Act (part 2.6 (commencing with Section about the facility,
56) of Division 1of the Civii Code) or any other -
employees logging off thE
statute or regulation governing the lawful access, ployees ggng
use, or disclosure of medical information. computer systems, and PHI
o ] ) on portable devices.
Based on interview, and record review, the hospital ) N
failed to ensure the security of Patient X's personal Staff will be provided
heaithcare information. This failure resulted in the feedback on performance
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violation of Patient X's right to privacy when a
volunteer research assistant (Staff 2) in the ED
(Emergency Department) of the GACH (General
Acute Care Hospital) inappropriately disdosed
Patient X's admission in the ED to a dinical
laboratory scientist (Staff 3); and when Staff 3
inappropriately  accessed/viewed Patient X’s
laboratory results.

Findings:

During an interview with  the Compliance
Coordinator/Privacy Officer (Staff 1) on September
14, 2009, at 1:40 PM, she stated this self-reported
iricident involved an unauthorized access and
disclosure of Patient X's personal healthcare
information by Staff 2 when he disclosed Patient X's
admission in the ED to Staff 3, who happened to be
Patient X's mother. Staff 1 stated during the course
of the hospital's own investigation, a second
unauthorized access was discovered when Staff 1
leamed that Staff 3 accessedfviewed Patient X's
laboratory results without his written permission,
and without going through the proper procedure.

The clinical record for Patient X was reviewed on
September 14, 2009, at 2 PM. Patient X was
admitted to the ED at the GACH, on August 23,
2009 at 8:01 AM; complaining of lower abdominal
pain, difficulty Urinating, and blood in the urine

During an interview with Staff 2, on September 15,

2009 at 8:25 AM, he stated he was asked by an

ED MD (Medical Doctor) to enroll Patient X in their
mputer database. Staff 2 stated one ofthe

with appropriate
disciplinary action taker
as necessary. ComplianCE
with privacy audits wil
be reported to the
Compliance Committee
monthly for the next fou
months then biannually
with follow-up action
plans as necessary.
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nurses had Patient Xs paperwork so Staff 2
scanned their computer database and discovered a
previous admission profile of Patient X.  Staff 2
stated he noticed Patient X's emergency contact
number was at the GACH and recognized the
name of staff 3 as the person to be contacted; the
relationship was listed as "mother.” Staff 2 stated
he used to work in the same laboratory department
with Staff 3.  Staff 2 stated he stopped by the
laboratory department before going home that day
to visit his former co-workers. Staff 2 stated he
saw Staff 3 during his visit and had inquired if she
has a son. Staff 2 stated he could not remember
Patient X's name so he gave Staff 3 a physical
description of Patient X. He said it was then that
Staff 3told him her son's name (Patient X), at
which time he informed Staff 3 her son might be in
the ED.

During an inteNiew with Staff 3 on September 23,
2009 at 1:36 PM, she stated when Staff 2 informed
her of Patient X's admission in the ED, she called
her son and he confirmed he was indeed in the ED
but was too sick to remember if he asked anyone
from the ED to contact her but he was glad she
found out he was in the ED. During Staff 1's inquiry
regarding this incident, Staff 3 admitted to
accessing her son's (Patient X's) laboratory resuits.
She stated she had accessed the computet on two
occasions on August 23, 2009, for a basic
metabolic panel results and on August 26, 2009 to
check the results of the culture. She stated she
was aware written permission from her son was
required to obtain his medical records/information
but at that time she was concemed as a mother
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Continued From page 4
and forgot to go through the proper procedure.

During an interview with the County Director of
Information Technology (Staff 4), on September 15,
2009 at 4 PM, he stated Staff 1requested an audi1
on the electronic records of Patient X to track any
additional inappropriate accesslviewing. Staff 4
stated the Information Systems indicated the two
aforementioned accesses by Staff 3.

The facility failed to prevent hospital personnel from
accessing and reviewing confidential medical
records without obtaining written permission from
the patient in violation of Title 22, Section 70707(b)

8.
9
T
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