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“The following reflects the findings of the Department
‘of Public Health during a complaint/breach event
visit; ' '

 Complaint intake Number:
’, CADD3BE501T ~ Substamia'ted

Repms‘entmg the. Depaﬁment of Public Health:
Surveyor 1D# 25730, H?EN

Ttw ms;:emon was. ismr&eﬁ to'the specific facility
event mvesﬁgated and does not represent the
fzrtdmgs of @ qu} inspection of the Iac:iﬁy

',Hézlth ‘and Safety -Code Section. 1280.15(a) A

‘and. canssmnt wizh Séctlan ?362{33 The

or wzthout authmzatmﬂ acsesseé used, of

hundred  dollars’  ($17,500) per
use, or

“information,

disclosure  of fhat  patients’

shall . consider the clinic's, health

“agency's, or hospice’s

clinie, health facility, home health -agency, or
hospxce iscensed pwsuan& 1o 5&0&&: 1204, 1280,

T8, pr’ 1745 shall prevent .unlawful or
cunauthorized access. to, and use or disclosure of,
v pahents ‘medical  information, - cdefined: in

‘subdivision {g) of Section 56.05 of the Civil Code

“department, -after investigation, may assess an
administrative - penalty for'a viglation of ttus section
*cf up“fo’ Menty~ﬁve thousand dollars (525 000) per -
‘patient whose medical mfo;matmn was  unlawhully :

[.discioseé and up fo s,e,ver;zeaq thogxsand five
‘subsequent
ecr:urrance of cuntawfil .of unaithorized access,
‘medical

'ﬁéﬁpr, purpeses of “the i_r}vesiéga;ian, the -deparment
»  facility's,
history of compliance with |

SAN FRANCISCO ﬁﬁ}

Health and Saﬂatv Code Section 1 1280. 15L)
Action(s):

Before and after this privacy breach
incident, hospital leadership ! has engaged in
ongoing efforts via memos, emalls, staff
tralnings, and employee_:amqainpﬁate
training to ensure that hospital staff are
educated and knwdeégeabie about hospital
and SFDPH prwacy and secursty policies.

- Ongoing

The SFGH mulidisciplinary Privacy .

Commities, composed of the SFGH Privacy  Miated

Officer and staff from the SFGH Privacy July 12,

Office, the SFGH Chief Medical Officer, the + 2011 and
e, the SFGH C . e ging

SFGH Chief Communications Officer,
representatives from the SFGH Legal
Affairs, Regulatory Affairs, Health
Information Systems departments, as well
as representatives from both the SFGH and

Event ID:ZNUH11 ‘ , 8612015 2:1108P4
LAGORATORY mscms‘s‘ : ERISUPPLIER, R!TPRE?&&MMWE?S SIGNATURE L TE | (XGIDATE
2 g Ll §f A VW 1 N

By sianing this ds}ﬁumwt i am 5c?rmwkzdgmg rawaa& eJ %5‘“3 enkve chation :me:ke; :
Any, dﬁ!&c&ﬁ(:y mwmem erdang wuh uh aszﬁns'

Fage[@{ i
‘) ﬁem& 2 de:mmw whr;h m m,shtu'm mary b excused from canwmg mwximg i: i daie:mrsea

the ﬁaw 1hese documents aa‘e made waﬂame lc the fammy If def«meﬁc«e: are cited, an apﬁrovw p!aﬁ af correctmn iS tequisite to caminuea pr,ogram

pamapatmn
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' A BUILDING e ro————
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RARE OF BROVIDER 5% SURPLIER STREET 4DDRESS, CITY, STATE, ZIP CODE
“Gan Francisco Genaral Hospital 1001 Potrero Ave, San Francisco, CA 54118-3518 SAN FRANCISCO COUNTY
Cwan SUMMARY STATEMENT OF DESGENGES w0 PROVIDES§ PLAN OF CORRECTION X8y
PREFX EACH DERCERDY MUST BE PRECEEDED BY FLAL PREFI FEALH CURBETTIVE AL THIN SR BE CROSE. SOMPLEYE
TAG REGULATIRY U8 LS IUENTE S IFORMATION A REFERENGED 101 THE APPROPRIATE QEF} GAYE
: . UCSF Risk Management and Information
iihis  section and  other related stale and federal Systems Departments; meets every other
§Statutes and .fegutations‘ the extent . o which the . anth o I;EVEQW} digcﬁ%, and recommend
facility - detected  viclations amt - took . prevenfative v N ; .
v ' : i liing priva mpliance issues.
’a tion. {o immediately corect and prevent past policy invalving pf cycompéya G J8sues
ivlations from. recuiring, and  factors  outside s : N s e .
“gontrol that restricted the facility's abilty fo comply The SFGH 9{%@ Officer and the SFGH i
_with - this section. The depariment shall have ful .  Privacy Analyst provide in service ‘Privacy - Initiated
dtsc:remn to consider all factors when determining ~ trainings and updates” o requesting ;Jﬂﬁe 2012
g:a aﬁn;?um of an administrative penalty pursuant to departments within the hospital, and publish - and
15 Secuon an educational flyer quarterly called Privagy ~ ongoing
; - Pulsato educate hospital staf about privacy
This' RULE: is not met as evidenced by, - security and awareness, lo validate staff
S - . knowledge regarding privacy security and
Ba 4 o inteiview ad: récord re thefaci - awareness, as well as to identify issues
Se o in ¥ WEW i ¥ [ PR g ki .
fafied o ensure the canfxd&nﬁa?n!y of Pagzent A's : m_qgfmg cm"t“’? a{:tmp by m‘a@’s”
_protected health information (PHI} when Staff 1 Findings are reported to the Privacy
‘reviewed Patient A's Lifelime Care Record (LCR ».;;” Committee,
electmmc mzamm recoidy without authorization ‘and ‘j’ _
| T ghived atec s PHL 'l meriberts) o s nofed by CDPH suveyor taf, Staf 1 had
SRR . - been oriented to their responsibility to protect 20 é s
”E’F.indings: - the confidenitial ity of patient protected ‘Sé o
health information {PH1) and fo medical plem-
Bunng an interview on: 4/1/14 at 3:30 PM. - the Nurse . " information privacy requirements as . ber2013
 Manager {NM) for the Family Health Clinic and the ) v
; : -evidenced by user confidentiality agreéments
irector of Chinical Operations {DCQY stated that on . 9 peay! L m ty 29
2124114 the Prwacy Ofﬁcer {PO} notified them that & most recent training records.
there had bgen a- polential privacy breach at the : ,
‘Women's Health Clinic  They stated that on - Upon verification thal Staff 1 had no business
|2/6/14, Patient A had fled a complaint with the justification to access Patient A' s medical February
re S e g i ' 4
‘Patent Advocale Office stating that Patient Al information, the SFGH Privacy Office : 26, 201
;balzeved that ‘someocrs accessed her LCR and | L o .
‘released “information,  without authotization,  which | contacted the SFGH Information Systems
N ’ : L department. who successfu&lv disabled Staff
Evenl IDONUH1T 5/6/2015 211,00PM
State-2567 Fuge 2ol 7
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PREFIX
TAG

BUMMARY STATEMENT OF DEFICIENCIES
{EACH DEFICIENCY MyUST BE PRECEEDED. BY FULL -
HEGULATORY DR LET IDENTI YING INFORMATION;

1o
PREFIX
TaG

PROVIDER'S FLAK OF CORRECTION Lo
{EACH CORRECTIVE ACTION SHOULD BE CROSS. | COMPLETS |
REFERENCED TO THE ARPROPRIATE DEFICIENCY) DATE

,6n tWo bocasions.

resultad i personal difficulty for Patient A,

I The fgcility provided a copy of Patient A's “"Patient
6:30 PM,
‘Record review indicated ihai Patient A was alleging .
_that someone went inlo her records of 972013 and
‘teleased her information. Patient A went on to say
f*‘&hat by mem doing that they ‘caused canfus;gn in
“my mamage

Conecerm 5ia:emem‘ dated 2!6!14 at

The KM and DCO went on to say that'the PO had
" an audit performed and it indicated that a member
of their ‘stalf, Staff 1, bad sccessed Patient A's
A They told the PO that in her
‘duties in the Family Health C!gn}c, . Staff 1 had o ¢
:need to access Patient A's record, :

In 2 telephone interview on 4/2/15 at 11:45 AM, the |
PO stated the Patient Advocate. Office contacted |
“her. about Pafient A's. concer aboul & possible
_breach of medical information, on 2125:14 $he(the |
Technology
Department 1o - run - an; audzt of all ‘usérs. who had
accessed Patient A's LCR.. - This audit- report was |
“analyzed by the Privacy Malyst
Lwhich users had 2 business just:ﬁcatmn for entermg
‘Patient A's "LUR. The PO stated that & second
“audit was done to highlight those users who did not |
{have an apparent reason for accessing Patient ‘A's -
LCR. ‘The PO stated that she personally reviewed .
"both audits and ‘Staff 1 was the only user with no
- apparent
JLER

:19)1 authorized Ahe Enformatmnal

justification for  accessing  Patient  A's

“The PO provided copies of poth of these auzﬁéts;%

LR

!o detarmine

15 Lifetime Clinical Record (LCR) access.

The FHC leadership, in collaboration with the
- SFGH Privacy Officer; conducied a case
' review with the FHC staff to reinforce
 employee legal responsibilty to protect the
-+ confidentiality of patient protected health
Information (PHI).

-respectively, emphasizing adherence with

Upon substantiation of this privacy breach,
Staff 1 was referred to SFDPH Human
Resources for disciplinary action. Steff 1 was

April 18,
2014

- terminated from SFGH on Apri 18, 2014. ,

August
28,2014

- The leadership of Family and Community
 Medicine (FCM) Services, communicated
. deparimental remediation memorandums to all |

January
26,2015
&
January
27,2015

FCM providers, and FCM staff and faculty,

established Health Insurance Portability and
Accountability Act {HIPAA) regulations with

- securing PHI. Included in this correspondence
 are applicable policies, and the Privacy Pulse

. newsletter, which provides ongoing interval

. updates with privacy practice and security.

. The SFGH Privacy Commities reports privacy

. related issues e.g., privacy breaches and staff -
* education around privacy to hospital leadership

- at hospital Quality Council,

Ongoing

Event ID2NUH11

 Ems01s

~211.08PM
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CALIFORNIA HEALTH AND HUMAN SERVICES AGENCY
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] SUMMARY STATEMENT OF DERICIENCIES ® PROVIDERS PLAN OF CORRECTION w5
PREFIX {EACH DEFICIENSY MUST BE PRECEEOED BY FULL FREFIX (EACH CORSECTIVE ACTION SHOULD B8 LRORS CosLETE
TAG REGULATORY O L$C IDENTIEYING INFORMATION; TRG REFERENCED YO THE APPRUPRIATE DEEEIENGY: LRIE
- . Monitoring: R
‘Record review confirmed that. Staff 1 had accessed ' The SFGH Privacy Officer and the SFGH ¢ Ongoing
Patient A's LOR on 9/0/13 and 12/26/13. ’ k :
i - Privacy Analyst routinely conduct monthly
In a telephone interview o 5/24/14 at 2:45 PM, the  audits of the Lifetime Clinical Record (LCR) of
‘PO stated that during the 12/26/13 access, Staff 1 - all employees of the City & County of San
spent  approximatsly twenty minutes  reviewing ' Francisco Eepaitmant of Public Health {CCSF
‘eleven fields in Patient’ A LCR, including doclors’ D i f
» : - : & University of
‘notes, procedures, and gl appointments. The FO ‘ DPH) and Dfal}fmya?%s;é;t who y
‘went on fo discuss the following steps in her | Califomia, San Francisco (UCSF)
investigation. - received care as palients at the hospital
- (emergency department, clinics, acute care,
The PO said she was having difficulty -contacting  skilled nursing} to verify if the LCR access was
~ Patierit A. When the audit results became avallable . appropriate. }
 she met with Staff 1 for an intérview on 2/26/14. PP !
[During this  2/26/14 interview, ‘Staff 1 admitted to . The SFGH Privacy Officer and the SFGH " Onasih
;accessing Patient A's ‘record; without authonization, - anacy Ana%yst conduct audlts m‘ the Lﬁ%*bm Vngong
“Patient A's ‘who had ‘requested Staff 1o review :
Patent A's LCR  The PO placed Staff 1on : requestedbymanagers o ‘MY fthe LOR
_ Administrative Leave - pending a follow-up interview accas_swa&vappmpnat‘e; {eg., ma;isa f‘?!ilﬁ
with her Union Representative, - profile cases, VIPs). In addition, if a patient
_ ;  notified the facility of a concern that their PH
The PO staled she did have a ‘telephone * has been breached, the SFGH Privacy Officer
conversation with ~Patient A~ who ‘was hesitan “lo O e ' o .
) adxi any detals to her cngmai campéamt “The PO . andbthe SFGH' F’rlvaqy A"Q'Vs‘f‘?"‘q”‘“?",
slated Patient A knew Staff 110 be a friend of her * auditof the patient’ Lifetime Clinical Record
'mother's. “Patient A told the PO she -also knew her {LCRJ. Questionable audit results are
;gnformatum ‘had been released to 2 famz!y member . * investigated with the manager and empfgyee
._'?because she. - Patient }X had seen a. copy of her and action taken as Indicated by the
ghart which the familly member had in. histher  invest .t‘ ‘ ' ‘
‘possession.  Patient A declined fo say which .  Invesgation.
 famity member - had- pcwmwon of the .copy of her ;
GLCR. ' - The SFGH Privacy Officer or designee -; Bnadi
:  continues to conduct periodic, routine | ngong
Event ID:2NUHT1 51612015 211:00PM
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CBRRARAARY 5?;\?&%5'%1’ OF DEFICIENCIES

- B PROVIDER'S PLAN GF CORRECTION {69
PREFIL {BAGH DEFICERCY MUST 8E PRECEEDED'BY EULL PREFIK (EACH CORBECTIVE ACTION SHOULD BE CROSS- COMPLETE
T F?EGULATQR‘? OR L%G WENTIEYING INFORMATION; TAG R&F&%NGQB T4 THE APPROPRIATE DEFICIENG Y} Hate
: glectronic audits of the LCR to monitor for :
The PO stated that on 3/14/14, the interview with unauthorized access to patient protected health
Stafl. 1was  resumed with -Staff  1's  Union information (PHI) by any SFGH or UCSF -
Representative in.attendance, [uring his 3114114 | ' employee, The fotal number of audits.
interview, Btafl islaled  she knew Patient As: ' conducted Jath averace betwaen 15-20/
mother and it was Patient A's mother who “had | ;‘wn;.l,’cw_ pe.r‘m,on gyeyzaga, ctieen 15-2
© asked her to review Patient A's chart. The PO said - month. Questionable audit results are
" she asked _Stafi 1if she had printed any parts of ‘invesﬁgata'd with the manager and employee
Patient. A5 LCR, and: Staff 1said she had - and action taken as indicated by the
e i e r it e p ; : :
&ua&eﬁmziy printed some of it which she shredded. : mvestig aimf}( Audit results are reported
Qurmg a telephone interview on4/2/15 at 11:45 AM quarterly to the SFGH Privacy Commitee.
the PO slated that ‘the lnfmmanm Technutagy ] L v
kijepanmem had told he:r !here was no way mat; §The SFGH Privacy Ofﬁcer;sresentsamnnual v .
they could delermine it a field in the LCR had been - | report regarding privacy issues to the SFGH Ongoing
- prited. f . Qualiy Councilincluging resuls of the quarterly
éme PO provided & copy of her Investigate Report %aumts addition, they report any incidents of.
regarding Staff A and Patient A - Retord. Review §n°ﬁ‘¢°m¥>ﬁaf‘w with DPH and SFGH privacy
indicated  that it coaf_s{meq_ he  telephone policies which oceur duﬂng the year st the next
conversations regarding the investigation: : “scheduled S&“GH Qwiﬂy Counci. The Quaiﬂy
Councilre fs-an ually to the Gaverning B
 Record. review mdug;ated Staff 1had feceived ahnual ‘ Joint Ctl) fpo g yﬁ t 9 Ody
wmgzt;ance Training -9/11/13, and Patient’ Privacy oint Conference Commiltee
| and Information Security Training $17113..
e ; fRésponsubie Person(s)
| Record review indicated Staff thad signed. a SFGH Privacy Officer
.{;onﬁdent am‘y‘ Seaur;ty and E!emrcmm Signature |
| Agreement 10/4/12 and again on 2122f13 '
E Remm Review "ndx‘sated Staf‘f 4had ‘received |
HIFAA ‘Privacy @nd - Cc:mfu}enﬁamy Training during
her iniial cmgmatstm fo the hospital. :
_The hospital’s policy and procedure  “HIPAA
Gomphance:: Authorization for- Use and Disclosure
Event ID:2NUH11 5612015 211:09PM
State-2567 Page 5ol 7
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PHEFIN
e

w0

BUMMARY STATEMENT OF DEFICIENCIES
TEALH DEFICIENCY MUST BE PRECEEDED BY FULL
BEGULATORY OR LSC IDENTIEYING INFORNSTION]

B8
PRERIY

- YA

PROMIOERS PLAN OF SORBRESTION
SEADHN CORAECTIVE ACTIIN BHOULD BE £RDSS. LETE
REPERDNGED Y0 THE APPROPRIATE DEFICIENGY: LATE

‘fnfannahan Semces Confidentiality, . secm;ty ‘and

f‘»ﬁ&’ﬂ 11,
ibe releader . anty for approved ps,xfposes, and wit
| proper - authorization from the patient ..

"'The Hospral failed to &nsure the confidentiality of
'_?ro!ecied Health infmrmaﬁon -and parsonal .medica
information  when  Staft
|The employee’s action

iHealth and Safety Code

Lassessment .

of Protected Health Information” dated 12112, ‘which |
describes the procedures Jor obteining authorization -
to acoess end disclose information which Staff 1
was sapmsad to follow- bt whmh she: ﬁrd not’ follow
with Patient As prc:teateﬁ heaith information.

artd pwc&dure

‘The h@smta! S "Health_ .

policy

Re&e&am ts? Pm&ac&@cﬁ Health  Information” dazed:
stated “Protectsd -health -information” may |

Staff - 1
ek follow: ihm policy and ;ﬁemcedura

?he fac&xty pmvzciesd a copy of the. iétte: to sza%f B
dat&d Algn4, ‘whigh ‘indicated that Staff 1 ha

been permanently dismissed  from. her  position at
" the Tagi tty ‘

1.accessed. Patiept” A’
"-Racord sind - released this mformabon
recipient(s).

1o access the patients’
madical information -for ;mpro;xer purpose: violated ¢
1280.15(a) and s

therefore  subject. to the applicable civil penalt

T22 OIV § CH1 ART7-70707(b)(8) Patients’ Rights

[(b) A Tist of these patients rights shall be posted in
s both Spamsh ‘and ?ngis&h in _appropriate piacﬁs L

Y22DIV 5 CH1 ART7-70707

- Action(s):

Before and after this privacy breach incident,
‘ ;:mspcm Ieadershnp has engaged in ongoing

. Ongoing-

Eveot zmwm{ o o " 5802015

it QQPM
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AND #LAN OF CORRECTION
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050228
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i

tthis mformation fo'tna uthorszed rec:.y }

to anyone not directly concerned with the care,
This RULE: is not met as evidenced by:

‘Based oni inlerview and record review, the Hospital
ifalled to protect the confidentiality of Patient. A's
.jmed_icaf
authorization or

information when Staff %,
business jssﬁﬁqa{ion,
Panent A's electronic - health re

‘ reV1ewed

entfs).

FFindings:

Please refer to Health & Safety Code 1280.15(a).

wsthout :

rd -and . released.

Xap i ' SLMMARY STATEMENT OF DEFICIENCIES PROVIDER S PLAN OF CORRECTION i x5
PREFIX, © (EACH DEFICIENCY MUST BE PRECEEDED BY FULL PREF(X {EACH CORRECTIVE ACTION SHOULD BE CROSS COMPLETE
TAG REGULATORY OR L5C iDENT!FYING INFORMATION; TAG REFERENCED TO THE APPROPRIATE DEFICIENCY) BATE

efforts via memos, emails, staff trainings, and

“within fhe hospital so that such rights may be read employee annual update training to ensure that

by patients, Th hall includ t not be Hmi SN ' ;

my“fe ;;an?m: r:;hf:ttj all include but no feed hospital staff are educated and knowledgeable |

: N ' about hospital and SFDPH privacy and :

{8) Confidential treatment of all communications security policies..

and records peraining to the care and the stdyin _

the hospital. Witten permission shgll be e&:iamgd'. The SFGH multidisciplinary Privacy

‘before the medical records can be made. availzble Inifiated

Committee, composed of the SFGH Privacy. nar
Officer and staff from the SFGH Privacy Office, . U 12

the SFGH Chief Medical Officer, the SFGH 2011 and.
- Chief Communications Officer, . ongaing
representatives from the SFGH Legal Affairs,
Regulatory Affairs, Health Information Systems. -
: departments aswell ag representahves from
“both the SFGH and LCSF Risk Management
o and Information Systems Depariments, meets
every other month to review, discuss, and
 recommend policy involving privacy
compliance issues.
 The SFGH Privacy Officer and the SFGH | nitialed.
 Privacy Analyst provide in service “Privacy  Jun€
frainings and updates™ to requesting - 20i2and
. departments within the hospital, and publish an | 2991

educational fiyer quarterly called Privacy Pulse -
o educate hospital staff about privacy security

- and awareness, to validate staff knowledge
regardmg privacy security and awareness, as

- well as to identify issues requiring corrective
action by managers. Findings are repafted to

51612015

2:11:08PM

Event ID2ENUHTY
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BTATEMERT OF DEFICIENCES (%) | m;pé;.zmmm (X2 TRUE SONSTRUCTION (KT OATE SURVEY
AN PLAM OF LORRECTION HENT li’;&ﬁ!#ﬁ?&‘ NLBADER CONPLETED
& BUHLOIG
- 050228 8 WING 082312014
HAME OF PROVIDEN OR SURSLIER S”!"Fs’lfi&"f’ SRORERE, TITY. RTATE 2P CODE
San Franciseo Gensraf Hospital 1081 Potrero Ave, San Francisco, CA 841103518 SAN FRANCISCO COUNTY
SUNMARY STATEMENT OF DEFICENE IES o PROVIDER'S PLAN OF CORRECTION (%5}
PEFE : EACH QEF%{Z{E’RGY' MUST BE PRECE SBY ELL PHRESIN (EACH CORPECTWE AGTION SHOURD BE CROES. COBPLETE
hG REGURATORY OR LSO IDENTFYING INFORMETION Tk REFEREMCED T THE APPROFIGATE DEFICIERGY) nATE
- the Privacy Commilttee.
“within the hospral so that such rights may be read . ‘
‘by patients. This list shall mclude but net be E:mited -As noted by COPH surveyor staff, Staff 1had
1o the patients” rights to:  been orlented to their responsibility to protect October
| 20128
§83 Emfgd@mrai treatment of alil .communications . the conﬁdentlarty Df pat;eni pmte(;iad Septem-
'and fecords pertaining to the care and. the stay in - health information (PH) and to medical - oeplem
the hospital. -Written permission shall "be obtained . information privacy requirements as evidenced ber 2013
before the meétcal records can be mriade: ava:labie, by user'mnﬁdenﬁamy aggeemems&mos{
to anyone not directly concerned with the care, * recent training records.
This RULE' is not met as evidenced by: f?, Upon verification that Staff 1 had no business
 justification to access Patient A's medical . Febr uary
; ' information, the SFGH Privacy Office contacted = 26 2014
Based. on  interview ‘and record review, the Hosprtal- the SFGH Ink i 4
: e SFGH Information Systen ,
failed- ‘to proiect the ' confidentiality af Patient: A's | N h F . fun“ E '.n yslgmgﬁ;ebga?w}ent
medical information  when  Staff 1, without | w:o. saccess ‘“Xd‘samd, Staff 1's Lifetime
_authorization or business justification, reviewed | - Clinical Record (LCR) access:
Patient A'S e!ectmmc heaith record ard. releassd f
thisinformation ta unauthorized 'ec'p’emis) Upon substantiation of this privacy breach, -
Frodiion " Staff 1 vias referred to SFDPH Human April 18,
“ Resourcesf«discngtlnary action. Staff 1 was 2014
- Please refer to Health & Safety Code 1280.15(a). i tenmnated from SFGH on Apnl 18, 2014,
- The FHC leadership, in cotiaboraizon withthe
:SFGH Privacy Officer, conducieci acasereview | August
- with the FHC staff {0 remtorce employee legal ! 28, 2014
- responsibility to protect the confidentiality of
v . patient protected health information (PHI).
:, The leadership of Family and Community . January
- Medicine (FCM) Services, communicated 26,2015

 Z:11:08PM
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CALIFORNIA HEALTH AND HUMAN SERVICES AGENCY
DEPARTMENT OF PUBLIC HEALTH

STATEMENT OF DEFICIENCIES X FROVIQER{SUP"LIERJ‘CUA {X2) WMULTIPLE CONSTRUCTION X371 DATE SURVEY
AND PLAN OF CORRECTION IDENTIFICATION NUMBER CORPLETER
“ A BUILEING
050228 8 WNG GRF23I2014
NAKIG OF FROVIDES OR SUPPLER STREGT ADDRESE OUY, §TATE, ZIF CONE
San Francisco General Hospital 1001 Potrero Ave, San Francisto, CA 84110-3518 SAN FRANCISCO COUNTY
10 SUMMARY STATEMENT OF DEFICIENCIES gl  eRBVIOSR § PLAR OF CORRECTION {XE)
PRERAX (EACH DEFIGIENCY MUST BE PRECEEDED BY FULL PREFIX FEACH COMBELTIVE AUTHON SHOWLD BE CROSS. COMPLETE
TaG REGULATORY ORLSC IDEN’T!FYING INFORMA‘ﬁONs TAG REF fi?‘iﬁ.if} T T?‘{Eﬁ AFPROPRISTE DEF CIEND Y DATE
: 1 departmental remediation memorandums to all %
_within the hospital so that such rights may be. read FCM providers, and FCM slaff and faculty, N
by patients. This list shsll include ‘but not. be Itmlted respectively, emphasizing adherence with 2;“33?5
_!0 the patients' rights to: established Health Insurance Portabity and ™
1{8)  Confidential tfeaimé_nt of all ‘communications ‘A(_;@jm'tamty Act ?H'P AA) :jggulatmng wifh
and records pertaining o the care and the stay in - securing PHI. Incluided in this correspondence
the - hospital, ‘Witten permission shall be - obtained are applic’able policies, and the Privacy Pulse
‘before the medical records can be made avallable “newsletter, which provides ongoing interval
to anyone not directly cancerned with the care. “updates with privacy practice and secrity.
This RULE: is not met as evidenced by The SFGH Privacy Commm*ea reports privacy Ongoing »
- related issues e.g., privacy breaches and staff o
. educat;on around privacy to hospitat Eeadarship
*Based on -interview and record review, the Hospital at hospltai thah&y Councﬂ
failed to protect the confidentiality of Patient A's v
“medical mfurmanan when Staff 1, without ' ;
‘authorization or business justification, reviewed - Monitoring: S
{Patient A's electronic - health record and . released ‘The SFGH Prvacy Officer and the SFGH Ongoin
this information to unaithorized recipient(s). ‘F’ﬁvacy Analyst routinely conduct monthly ngond
o | audits of the Lifetime Cilnical Record (LCR) of
, : Iemployeesofthe Clty&CoantyofSan
Please refer o Health & Safety Gode 1280 15(a). * Francisoo Department of Public Health (CCSF
- DPH) and of all employees of the University of
California, San Francisco (UCSF) who received
| care as patients at the hospital (emergency
‘department, ¢linics, acute care, skilled nursing) -
* toverify if the LCR access was appropriate.
The SFGH Privacy Officer and the SFGH - going
Privacy Analyst conduct audits of the Lifefime
Clinical Record (LCR) of any patient as
i
Event IDZNUHTY 5612015 211:08PM
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CALIFORNIA HEALTH AND HUMAN SERVICES AGENCY
DEPARTMENT OF PUBLIC HEALTH

BTATEMENT (F DEFICIENCES X PROVIBERSUPFROERCLIL ENT MR TIPLE CONSTRIOTION 1K) DATE SURVEY
AND PLAN OF CORRECTION INENTEIIATION NUNMEBER CONMPLETED
A BuROWG
osoaem 8 YIRS 05/123/2014
NAME OF PROVIDER OR SUPPLIER STREET ADDRESS. CITY, STATE ZIP CODE
Ban Frangisco Gengral Hospital 1001 Potrero. Ave, San Francisco, CA 84110-3518 SAN FRANCISCO COUNTY
XD SUMMARY STATEMENT OF DEFICIENCIES 0 P PROVIDER § FLAN OF wamm\w (X5
PREFIX {EAGH DEFICIENGY MUST BE PRECEEDED BY FULL PREFIR H COMBLETE
TAG REGULATORY QR LSC IDENTIFYING lNFDRMATION‘ TAG ' Dats
- ] ' requested by managers toverlfy ffthe LCR
withiin the Kospital so that such nghts may be. read _ access was appropriate (e.g., media high
by pafients This dist shall include but not be limited . . profile cases, VIPs). In addition, if a patient
10 the patients’ rights to! . notified the facility of a concern that their PHI
{8) Caonfidertial treatment of aE! communications has been breaehed the SFGH Privacy Officer :
and records pertaining to the care and the stay in and the SFGH Privacy Analyst conduct an audit
the hospnal Written permission shall be obtained -of the patient’ Litime Clinical Record (I.CR).
before the medical records can be made avaslab!e “Questionable audit results are investigated with -
to anyone not directly concemed with the care.  the manager and employee and action taken as |
, . indicated by the investigation. ‘
“This RULE is not met as evidenced by: ‘
: The SFGH Privacy Officer or designee . Ongoing
’ cofitinues to conduct periodic, routine electronic |
‘Based on interview and record review, the Hospztai : ) aL‘tdilts 0{ the LCR to monitor for unauthorized
failed to protect the confidentiality of "Patient’ A's - ; i tected health inf i
‘medical information  when  Staff 1, without i to patient protected health information
~authorization of business jus:xﬁcatmn reviewed (PH) by any SFGH or UCSF employee. The
Patient A's ‘elecironic health record and released | total number of audits conducted per month
this information to unauthorized recipient(s). ‘  average | betweert 15-20/month, Questionable
T audit res&lis are tnvestigated with the manager
“Findings; :
- and emp!oyee and action taken as indicated by :
Please refer to Health & Safety Code 1280.1 5(a). the lnvestlgatlon Audit results are reported
' "'quarterly to the SFGH Privacy Commitfse,
The SFGH Privacy Officer presents an annual = Ongoing
repezt regarcfmg privacy issues to the SFGH ’
auaw Coungilincluding results of the quartery |
-audits. Invaddition, they report any incidents of -
. non-compliance with DPH and SFGH privacy
. policies which occur during the year at the next
“ scheduled SFGH Quality Council. The Quality
Event IDZNUHTL 51612015 2;“:09?&!
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CALIFORNIA HEALTH AND HUMAN SERVICES AGENCY
DEPARTMENT OF PUBLIC HEALTH

STATEMENT OF DEFICENCIES
ANTFPLAN OF COREECVION

+ BROVIDE RISUPRLIERIGLIA
!BE%TIF’W\ N NUMBER

050228

R TIFLE SORSTROCTION

COMPLETED
A BULGING
B WG 0512312014

{X2) DATE SURVEY

NAME OF PROVIDER OR SUPPLIER
San Francisco General Hospital

| STREET ADDRESS. C1TY, §TATE ZIP CODE
1001 Potrero Ave, San Francisco, CA 84110-3518 SAN FRANCISCO COUNTY

(R4 Iy
PREFIY
T&ES

51}#{?\!.&&\’ STAT“MEN’E GF Démﬁ ENCIER
FEAGH DEFIGERDY MUST BE FRECEEDED BY Hili
REGULATORY UR LEL IDENTIF NG iNFGﬁMh”

o PROVIDERS PLAN UF CORRECTION
PREFIX (EAGT SORRELT NEARTION BHOULD BE CROSS
TAG REFERSNEED 70 THE APPROPRIATE DEFIUENCY]

‘:w;thm the hospital so that such rights may be. read

by patients: This list shall include but not be fimited

:'to,t,he patients’ rights to:

{8 Conf;denual treatment of all ‘communications
‘and records: perlammg tothe. care and the stay in
. the haspatal

ilo anyone not directly. concemed wm's the care.

his RULE: is not met as evidenced by’

Based on ‘interview and record review.. the Hospstal
«fanled to protect the conﬂdentuah%y of Patient A's
meénca{ mfcnnataon when- Steff 1, without:
Lauthorization of  business justification, reviewed
xPatient A's electronic hea!lh
ihis. infarmation 10 unauthorized rempxent(a}

¢ Findings:

Please refer to Healfh & Safety Code 1280,15(a).

“Written. permission ;shall be obtained -
efore the medtcal records  can..be ‘made ava:!able :

record and raleasad ’

Councif reports annually to the Governing Body
Jaint Conference Committee.

Responsible Person(s) :
SFGH Privacy Officer

Event ID2NUHIT

518/2015

27100M

SAN FRANCISCO DO

$tate-2567

Page 7o of 7



