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‘The following reflects the findings of the Department
of Public Health during a complaint/breach avent
visit:

Comptlaint Intake Number

CAD0408247 - Substantiated

| Representing the Department of Public Health: ‘

Surveyor |D # 15832, Health Facilities Eval. Nurse

The inspection was limited to the specific facility

Jevent. invesngated and does not represent the

findings ofa full inspection of the facility.

Health and Safety Code Section 1280.15(a) A

chnic health facmw, ‘home. health. agency, or
hospice licensed pursuant to Section 1204, 1250,
17258, or  1745shall  prevent uniawful  or

unauthonzed -access - to, and use or discfosure af 13

pat»ents‘ medical mfofmatlon s defined in

| subdivision: (g) of ‘Section 56.05 of the Civil Code

and _consistent wnth Saction 130203 The
department aﬁer ;nveshgatmn, may assess an
administrative- penalty for @ violation of thls séction

Jof up to twenty-five thousand dollars ($25,000) per
‘| patient * whose ‘medical “information - was- unlawfully

or without authenzahnﬂ accessed, used, or

|disclosed, and up to seventeen thousand  five

hundred  dollars - ($17500) per subsequent
oceurrence ‘of unlawful or unauthorized access,

{use, or disclosure of that patients' - medical

information.

clinic, health facility, - agency, -or haspsoe shall also
report any unlawful of unauthorized access to, or

Health. and _Safety_Code. Section. 1280.15.(b)}2), "_A|_
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By signing m/s document, {am acknowledging receipt of the amire cixation packal, P ]
Any deficiency statement ending wkm an, asterisk (‘) danotas a Gef&csenx:y which the Institullon may be excused from con

(X6) DATE

fing providing itis deternined

mm other safeguards pmvlde sufﬁceent protecﬁon ta the pataents -Except for nursing homes, the findings above are dmcicsable $0 days following the date
of suryey whether or not a plan of cnrrm:tmn is provided, For nursing ‘homes, the above fi findings and plans of corraction are distl Ggabie 14 days following
the dale these dm:umsnls are fnads avauabie ta the facuhty i daﬁcisncles ara cited, an approved plan of correction Is reqmsrte to conifnued pragram

participation;
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CALIFORNIA HEALTH AND MUMAN SERVICES AGENCY
DEPARTMENT OF PUBLIC HEALTH

STATEMENT OF DEFICIENCIES (X1} PROVIDER/SUPPLIER/CLIA (X2} MULTIPLE CONSTRUCTION {F‘{‘;f {X31 UATE*SU‘RQEY
AND PLAN OF GORRECTION DENTIFIGATION NUMBER : COMPLETED
| & suiLbiNG P
050128 B WING 08/31/2015
NAME OF PROVIDER OR SUPPLIER STREET ADDRESS, CITY, STATE, 2IP CODE i ‘
TeiCity Mudical Center 4002 Vista Way, Oceanside, CA 920564508 SAN DIEGO COUNTY
%4110 SUMMARY STATEMENT OF DEFIGIENCIES w ' PROVIBER'S PLAN OF CORRECTION x5)
PREFIX {EACH DEFICIENCY MUST BE PREGEEDED BY FULL PREFIX {EACH CGRRE@TN& ACTION 8HOULD BE CROSS- GOMPLETE
TAG REGULATORY OR LSG IDENTIFYING INFORMATION) TAG REFERENCED TO THE APPROPRIATE DEFICIENCY) DATE
Penalty Number 080014706
o ) - X N Facility 1D: 080000182
use or -disclosure gf, a patient's )medscai informat!pn. The plan of correction is prepared in
to the affected patient or the patient's representative compliance with federal regulations and is
at the fast known ‘address, no later than five 3ptended“Tn-Ctiy Medical Center {the »
|business days after the unlawful or unauthorized g}?ggﬁ%g?&ﬁb’?ﬁ*d?”w ?fcomp;kami:e
OF the plan of Sorrection is
access, use, of dlsclosure has been cfatected by not-an admission by the facility that it agrees
the clinic, health facllity, agency, or hospice. that the, citations are correct or that it violated
The CDPH verified that the faciity informed the the law.
, affected patlent(s) or the patient's rapresematwe(s)
of the uniawful or unauthorized access, use or Eiﬁliﬁn@mf (b) Medical Record
disclosure of the patient's medical information. The paper logs are not Used any longer in the
Emergency Department. The process for
) ’ ‘ . completiony of the log was autorrated to rur
| Title 22, 70751 (b) Medical Record Availability within CERI;JER This will met EMTALA
» o L . ey ; requirermnents
The medical fecord, including X-ray fims, is the Completed Date: August 14, 2014
property of lhe hospital and is ‘maintained for the _githesgonsmge Person:
benefit. of the patient, the medical staff -and the. Emergency Department Director
| hosplta The ‘hospital  shall safeguard the
|information in the record against loss, defacement, 1. IVZT%GT;W corrective actions that
¢ taken:
tam;zermg or use by unauthanzaci persans 1. CURRENT inventory of Logs
o s v maintained at TCMC: - this 1-page
1On ‘Monday, 8/1114at 1130AM., a former ‘document was completed for
employee (Employee 1) of the facility contacted the EACH current log that is utilized
Department of Public Health (CDPH) via telephone. within department(s).
{According to Employee 1, he was in possession of a g‘;ga‘r‘sg:{_iﬁzg?" ﬁftﬁﬁ
several emergency - department (ED) logs that Purpose bepar'fg,e:g“e-
contamed patxem narries  and medtcal information. ) and Cost Genter
Employee 1agreed to come to the -Licensing and b, pata elements that are
| Cerification, San Diego North District Office (D.0.) g‘,‘:[gdeg Fond ﬁ(}? log ﬁfe ta
O v . e identified (Yes, No, or
for an interview. Not Applicable)
c. Paper s, Efectronic log
Employee 1arrived at the D.O. ‘on Monday, 8/11/14 d. Person responsible for
at 1230 P.M,, with ‘a duffle bag that contained 6 completion of the log
blue, -legal size, ledger style folders. Each folder e Retention Requirements
1. S R (time retained inthe .
| was Tlabeled with~a " specific month; — year and , “department and time
|number of patient entries; December 2013(859 ‘ retained at Iron Mountain
EventIDWXETA1 9/4/2015 B:06:15AM
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CALIFORNIA HEALTH AND HUMAN SERVICES AGENCY
DEPARTMENT OF PUBLIC HEALTH :

STATEMENT OF DEFiCiENClEs (Xt} PROVEQ?RISUPPLEFJCUA 1 (X2 MULTIPLE CONSTRUCTION (X33 DATE SURVEY
AND PLAN OF CORRECTION {OENTIFICATION MUMBER COMPLETED
A BUILDING
. 050128 B.VANG 08/31/2015
| NAME OF PROVIDER OR SUPPLIER $TREET ADDRESS, CITY, STATE, ZIP CODE
Fri-City Medical Center 4002 Vista Way, Oceanside, CA 92056-4506 SAN DIEGO COUNTY
(%4310 SUMMARY STATEMENT OF DEFICIENCIES o PROVIDER'S PLAN OF CORREGTION ws
PREFIX {EACH DERICIENCY MUST BE PRECEEDED BY FULL PREFIX {EACH CORRECTIVE AUTION SHOULD BE CROBS- COMPLETE
TAG REGULATORY OR LSC IDENTIFYING INFORMATION] TAG REFERENGED TO THE AFPROPRIATE DEFICIENCY) DATE
g, NOTE: if the department did NOT
maintain a patient log each
entries), January  2014(1506 entries),  February department noted that information
2014(1347 entries), March 2014(1501 entries), Aprl at the bottom and returned the
15 document to Privacy Officer &
20141455 entries), and May 2014(’ 21 entﬂes) there was confirmation that
The total number of entries was 8,289, EVERY cost center/department
‘ provaded a listing back of their logs
Each folder contained the first and last names of b. AE" ’?q”'re? logs “t‘%éi: ;onve;tt?d to
; slectranic logs wi exception
8,380 ED patient's ‘admitted to the facllny “during of tissue logs and OR logs. These
those months, In addition, the logs - included the logs remain as paper and are
medical record number age, date of bith, admitting maintained behind focked doors in
' physmiaa patient dlsposltson time af admiss:on cabinets that are locked
admitting room number and diagnosis. ¢ These aforementioned logs are
kept for the previous 2 months and
: older logs were sent to-Iron
Employee 1stated he was placed on Maunta?n for storage
Admznas%ratwe leave from the Facllities Department d. The ED paper logs/EMTALA was
by the facility on June 18or 18, 2&14 Employee 4 sént to Iron M_ountam forstorage &
stated on -Friday, 8/6114at 5PM, he returned to , g\aper logs 1were g g{ﬂmited hat
the facilty to remove his persanal belongings -from 8 a?ay rzgﬁ?r;;%;(us A g;, ;i%‘;ﬁé . 2
nis former office in the Facilities Department department will be checked out and
puit dmg The Facilities ‘Department building - Is checked back in same day of use,
located across the street from the main hasprtal All other electronic logs that are
requested will be done via
i _electronic communication and will
Employee 1 stated - the Senior: Vice President of ot be printed out to remove from
 Madical Services - gave him & {wo rack cart to load. department. The logs will be
and t,ake hns belnngmgs to his vehucie : raviewed electronically and if
. “printing is required for audit
Emp},oyee 1stated he nutlced some blue ledgers in : purposes there will be
the bottom of the cart on the battom rack, but! documentation that efectronic fog
stated he d!dnl pay much attention to them. p‘r‘inted was placed in shred bin
Employee 1 stated Employee 2 helped him load his R ;fh& 6 fsto‘;&tn ED 109$fwe;atrettgr}e.d
o the facility & are sequestered in
‘ personal be1ongx'ngs m"co his .vehicle. Employee 1  the Privacy Officers Office.
|further stated, "1 dont know if 1 grabbed them | g. AlClear ID was engaged to send
{edgers) or the other guy. They probably got thrown out- hotification letters as required
in the mix." " to patients
il .. .TCMG-posted the notificationas . . .
ST " : required in local newspaper & on
Employee 1stated when he got home and|. | web site for a period of 90 days
Event IDWXBT11 o015 B0515AM
State-2567 Page o6



CALIFORNIA HEALTH AND HUMAN SERVICES AGENCY

DEPARTMENT OF PUBLIC HEALTH

STATEMENT OF DEFICIENCIES (X1} PROVIOERISUPPLIERICLIA (X2} MULTIPLE CONSTRUCTION (X3} DATE SURVEY
AND PLAN OF GORRECTION {DENTIFICATION NUMBER COMPLETED
A BUILDING
050128 B, WING 08/31/2015

NAME OF PROVIDER OR SUPRLIER
Tri-Clty Medical Center

| STREEY ADDRESS, CITY, STATE, ZIP CODE

4002 Vista Way, Oceanside, CA 8205

64506 SAN DIEGO COUNTY —

(%4) 1D SUMMARY STATEMENT OF DEFICIENCIES 1] FROVIDER'S PLAN OF CORRECTION {85
PREFIX {EACH DEFICIENCY MUST BE PRECEEDED BY FULL PREFIX {EACH CORRECTIVE ACTION SHOULD BE CROSS- COMPLETE
TAG REGULATORY OR LEC IDENTIFYING INFORMATION) TAG REFERENCED TD THE APPROPRIATE DEFICIENCY] DATE

'The DES stated

unloaded his belongings; he discovered the 6 blue

ltedger style folders in his vehicle. Employee 1
stated he did not return the folders because, "No

one. would -be there and nothmg would. be done
about it."

An onsite visit was conducted at the faciity on
8144 at 10AM. An interview was <conducted

with the Director of Regtllatory Compliance (DRC)

on 8/14l14, at 10:10AM. The DRC stated on
8/7/14, she used a cart to retrieve éED transfer log
books from the ED for review from an. onsite survey
team. The ED logs are kept under the desk of the

|ED Nurses Station. The DRC -acknowledged there

was no system in  place to ensure the
accountability of the ED transfer logs that were
taken.

The Director of Emergency Services (DES) was
;ntemewed on 8114114 at 10:30 AM. The DES -also
acknowledged "There  is no .process far checking

out the {ED] logs." She stated the facility would . not |

know if ED logs ‘were missing and admitted it was
"a ﬂimsy pmcess

the ED
annually in January and stored with -a contracted
storage company. However when an :temlzed list
of the ED logs sent to the storage company was
requested, the facility was unable to produce the
list.

“I'The Senior Vicé President of “Meadical ~Services™

(_SVPMS) was . intenviewed on 814714, at 11:20

logs were  collected

i TCMC conducted an auditto
ensure that all letters were sent to
affected patients. The audit

provided an opportunity to send out.

25 additional letters to patients that
were missed from outside vendor.
“I'he web site notification remained
in place for-an additional 80 days

i, OCR notified as required

k. - Responsible Person Privacy Office

I Completion date: 8/18/2014 &
09/1512014

Permanent corrective actions taken:

m. Policy developed for Patient
Logs.

n.  Pracadure developed for Facility
Access Program

o, Education done for leadership
via meetings & with e-mail
commurication

p. Responsible Person: Privacy
Office
Completion Date: 10/28/2014

Momtarmg process to prevent

recurrence;

a.  Blweekly reports are generated
by the system administrator &
pravided to the director having
responsibility for the door.

5 Review of unauthorized access

o will be investigated by the
directar and reported to the
privacy officer.

Event IDWXBT11
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CALIFORNIA HEALTH AND HUMAN SERVICES AGENCY
DEPARTMENT OF PUBLIC HEALTH

STATEMENT OF DEFICIENGIES {X1] PROVIDER/SUPPLIERICLIA | (X2 MULTIPLE CONSTRUCTION {%3) BATE SURVEY
AND PLAN OF CORREGTION IDENTIEICATION NUMBER | GOMPLETED
A BUILDING
050128 B WING 08/31/20115
NAME OF PROVIDER OR SUPPLIER | STREET ADDRESS, CITY, STATE, 2iP CODE
1 Tr-City Medical Center . 14002 Vista Way, Oceanslde, CA 92058-4508 SAN DIEGO COUNTY
(%4 15 SUMMARY STATEMENT OF DEFICIENCIES o PROVIDER'S PLAN OF CORRECTION x8)
PREFIX {EAGH DEFICIENGY MUST BE PRECEEDED BY FULL PREFIX {EACH CORRECTIVE AGTION SHOULD BE CROSS- COMPLETE
TAG REGULATORY OR LSC IDENTIEYING INFORMATION; TAG REFERENGED TO THE ABPROPRIATE DEFICIENCY] DATE
¢ -Added as a element to the EOC
. . . . ‘ Raunds & Tracer Rounds PHI
AM, The. SVPMS siated hE met Employee 1at the review to look for unsecured PHI
Facilities Department building on 8/8/14 at 530 - Risk assessment done for this
PM. vettrrence to mitigate by
adding key pad doars, PC
The SVPMS stated he noficed a cart. in the front jrgans, menestary sducaton
lﬂbby of tha bulldiﬂg .He Statﬁd he empﬁed {he top e[gment to new employee
of the cart, but left "3or . ‘4blue folders in the orientation, spot audits done
| bottom.” The SVPMS further stated, "I had no idea| via "buddy” system to check
Iwhat was in the folders, 1 didnt look” The SVPMS | ;"erlugtsei?fd PHI, ddied
|acknowledged he did not remain in the office with to \gork forc:w;rfxzszs o
| Employee 1 while he retrieved his belongings. information in writing -
» , ‘ : ‘ ‘ regarding privacy rights
The Director of Facilities (DOF) was interviewed on {Notice of Privacy Practices)
8/14/14 at 11:45AM. The DOF stated he also had - Describe the circumstances
under which PHE may be used
books on the cart used by the DRC for the survey or disclosed
team, The DOF stated he ‘took ‘the cart from the < How to account for
hospital's Privacy Office (PO) to the Facilities disclostres of PHI
Department  building, on  Thursday, 8/7/14, - Investigate any complaint
Actording to the DOF, he promised the DRG he fegarding privacy concerns
i i 10 the PO Frid - Restrictions on remioval of
would returmn the cart to the on Friday ‘morning, ‘ PHI from the organization
8/8/!4 but faiied 0 -do 80, ‘The cart remained in the < _Howto protect PHI to include
Facilities Depanment building “until 8!8114 Friday threats or-hazards to the
evening. The DOF stated the Faciliies Department security of integrity of the
was a 24 hour, seven day a week operation. The. information,
b d | ck i 4 - _Haw to protect against any
- |door to-the department was - routinely locked a * “reasonably anticipated use or -
P. M., and when no. one Is there. disclosure of information that
‘ : are not permitted by the
Employee 2, -employed with the Facilties Privacy Rule.
| Department, was interviewed on 8/14/114, at 325 - Ensure 100% compliance by
P.M. ‘Emplojee 2stated he helped Employee 1 | all workforce members by
load his belongings from the “canrt. into his vehicle. affirmation of signature
gs d.  Any unauthorized access will be
Emptoyee 2 stated he saw some blue folders in the reported quarterly to QAP]
bottom of the cart, and went to place them in pending resolution of access
I Emp}gyeg““ﬂ sm"vemcle—"’*Empmyee“ —2-gtated-| - — }—& ,,_,g?fqunszbtep erson:Privacy - - i -
icer
Employee 1stopped ‘him . from ‘putting. the blue. f. Completion Date: Ongoin g
’ _ , - review for continual compliance.
Event IDWXBT11 9412015 ‘ 8:05:’!5AM
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CALIFORNIA HEALTH AND HUMAN SERVICES AGENCY
DEPARTMENT OF PUBLIC HEALTH

STATEMENT OF DEFICIENGIES
AND PLAN-OF CORREGTION

{x1) PROVIDER/SUPPLIERICLIA
IDENTIFICATION NUMBER

050128

{%2) MULTIPLE CONSTRUCTION

& BUILDING
B. WING

{XJ) DATE SURVEY
COMPLETED

08/31/2018

NAME OF PROVIDER OR SUPPLIER
Tri-City Madical Center

| STREET ADDRESS, CITY, STATE, ZI® CODE
4002 Vista Way, Oceanside, CA 52056-4506 SAN DIEGO COUNTY

SUMMARY STATEMENT OF DEFIGIENCIES
{EACH DEFICIENGY MUST BE PRECEEDED BY FULL
REGULATORY OR LSC IDENTIFYING INFORMATION)

13} PROVIDER'S FLAN OF CORRECTION
PREFIX {EACH CORRECTIVE ACTION SHOULD BE CROSS-
TAG REFERENCED TO THE APPROPRIATE DEFICIENCY)

(X8}
COMPLETE
DATE

lfolders in his vehicle. Employee 2 further stated

Employse 1told him, "These are not mine. They
belong to the facility” Employee 1then took the

| blue folders from him, put them back in the cart and
went back ‘inside his office to load the cart again.

Employee 2 stated he did not pay attention to what |
Employee 1did with the blue folders, and he did
not observée Employee 1 re-load the cart, Employee
2stated he noticed Employee 1had “something”
with a strap over his shoulder, *I wouldn't call it a

| duffle bag, but it had a strap.”

| The DRC was again interviewed on 8/14/14 at 4:05

P.M. The DRC stated she was not notified the ED
transfer logs were missing until the evening of
8/13/14. The DRC stated the facility believed only 4
ED transfer Jogs were missing. The DRC. further
stated, | honestly. can't: remember how many. logs |

jpuﬂed v

1+ The -facility . failed to ensure a system was in place |
to acgount for ‘medical’ records accessed by the

facmty pe’rsannel In addition, the facility - falled to

| prevent unauthouzed actess 1o and disclasure of
{the ccmﬁdenual
_ﬁpattenls when & terminated -employee removed. six

‘medical . information  for 8,388
Emergency Department patient transfer logs from

the facility and kept them in his possession for two

land a half days.

Event [DWXBT11
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