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The following reflects the findings of the Department
of Publle Health during & complalnt/braach event
visil:
Complalnt Intake Number:
CA00371852 - Substantiated
Representing (he Department of Public Heallh:
Surveyor ID # 26774, HFEN
The inspection was limited to the specific facllity
event investigated and does not represent Ihe
findings of a (ull Inspection of the facllity.
Health and Safety Code Section 1280.15(a) A
clinic, health facility, home health agency, or
hosplce licensed pursuant to Seclion 1204, 1260,
1725, or 1745shall prevenl unlawful ar
unauthorized access {o, and use or disclosure of,
patients’ medical Information, as defined in
subdivision () of Section 56.05 of the Civil Code
and consisteni with Section 120203. The
depariment, after investigallon, may mBssess an
adminisirative penalty for a violation of this section
of up to twenty-five thousand dollars (325,000) per
patient whose medical Information was unlawfully
or wilhout aulhorizalion accessed, used, or
disclosed, and up to seventeen thousand five i
hundrad dollars  ($17,600) per subseguent |
ocourrence  of unlawful or unauthorized access, }\
use, or diaclosure of lhat patients’ medical Q.\Q\
Information, % Q.\
A
REGULATION VIOLATION: A) The following measures and systemic 1/1/2014
California  Health eand Safely Code seclion changes have been put in place in an effort to
1280.15(b)(2) and 1280.15 (a) ensure that an event of this same deficient
!‘\I‘A-‘Til’P dn?c noLrecnr- l
Event ID:YHYI11 8/25/12015 2:04:34PM

TITLE (%8) DATE
Chief Compliance Officer Seplember 5, 2015

LABORATORY DIRECTOR'S OR PROVIDER/SUPPLIER REPRESENTATIVE'S SIGNATURE
z%. MA/

By signing this document, | am acknowledping recalpt of Iha antire aitalion packet,
Any deficlency slatement ending wilh an aslerisk (%) Yenoles a deficiency which (he Institution may bo excused Irom correcling providing il 18 determined
that athar sateguarnis provida sulficien| proteclion lo the pallenls Excepl for nuraing haomaes, lhe findinga above are disclosable 80 days following the data
of survay whelher or nol a plan of correclion le provided. For nurging hemes, (he above findings and plans f corraction ara diselosable 14 days following
(e gsle (hese Aocuments are made available 1o the facllily, |f daficiancles are ¢lled, an approved plan of corraclon is tequisile 10 comtinued program

parinipation,
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1280.15(b)(2): A) eontinued
(2) Subject to =ubdivision (), a clinic, health 1. This violating employee was terminated
facility, home health agency, or hospice shall also from Northern Inyo Hospital on
raporl any unlawful or unauthorized access la, or August 6, 2013.
uza or disclosure of, a patlent's madical information 2. Patients A and Patient B were notified on
to the affected patient or the palient's representative September 27, 2013, via USPS Certifled Mall,
at the last known address, or by an allernalive of the unauthorized access of their protected
means or at an alternative locatlon as specified by health information, as per regulatory
the patlent or ihe patienl's representative in writing requirements.
pursuant o Seclion 164.522(b) of Title 450of the 3. The Inyo County District Attorney was
Code of Federal Regulations, no later than 15 notified of the unauthorized access of Patient
business days after the unfawful or unauthorized A and Patient B's protected health
access, use, or disclosure has hesn dateclad by information by our former employee. An
the dlinic, health facilty, home health agency, or investigation coneluded with misdemeanor
hospice, Notice may be provided by email only i charges of unlaw(ul access (0 a computer
the patlent has previously agreed In  writing to were filed with a guilty verdict and sentencing
elactronic notice by emall, oceurring.
4, All staff have been re-educated on:
The COPH verified [hat the affected patlent or the a. Access & disclosure of protected health
patient's  represantative was notifled of the information/minimum necessary praclices
unauthorized access within 15 buslness days. for work related purposes.
b. Disciplinary measures as Lhe result of
AND intentional & purposeful access or disclosure
of protected health information.
1280.15 (a): 5. Revision of NIH policy "Sanctions for
A clinic, health facilily, home heallh agency, or Breach of Patient Information” to include
hosplce licensed pursuant to Section 1204, 1250, a. Minor/Moderate/Majore Breach Levels for
1725, or 1745 shall prevent unlawful or unauthorized disciplinary action guidance,
access to, and use or disclosure of, patlents’ b. Intentional policy violations with protected
medlcal information, as defined in subdivision (g) of heglth information are a terminatable offense.
Section 56.05 of the Clivl Code and consislent with. 6. Development of NIH poliey "Auditing of
For purposes of this section, intemal paper records, Employee Access to Patient Information”
electronic  mail, or facsimila (ransmissions | which addresses random, routine and specific
inadvertently misdirected wilhin the same facility or cause audits of employee access to patient
information and the description and practice
Event ID:YHY111 8r26/2016 2:04:34PM
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health care system within the course of A) 6. conlinued
coordinaling care or delivering services shall not of each type of audit.
constitute  unauthorized access o, oF use or 7. In addition to the "Sanctions for Breach of
disclosure of a patlent's madical Information. The Patient Tnformation” policy and the "Auditing
depariment, after Invaegtigation, may assezz an of Employce Access to Patient Information”
administrative penalty for & violation of this section policy, the following additional policies and
of up W twenty-five thousand dollars ($25,000) per procedures are eurrent and in practice:
patient whose medical Information was unlawfully or a. Minimum Necessary Access, Use and
withoul authorization accessed, used, or disclosed, Disclosure of PHI
and up to seventean thousand five hundred dollars ! b, Communicating Prolected Health
($17,500) per subsequent oceurrence of unlawful or | Information Via Electronic Mail (Email)
unauthorlzed access, usa, or dizclosure of tha ¢. Using and Disclosing Pratected Health
patisnts' medical Information. For purposes of tha Information for Trealment, Payment and
Investigation, the department shall consider the Health Care Operations
clinic's, heallh facllity's, agency's, or hospice's d. Information Security and Integrity
hisiory of compliance with (his seclion and other B. All staff must complete mandatory
related state and federal statutes and reguletions, MedCom training on the above policies and
the exlent to which the facility detected violations procedures including, passing a post-test to
and took preventallve actlon to immediately correct complete the training.
and prevent past violatlons from recurring, and 9. All new hire employces with access (o
faclors oulside its control (hal resircled the hospital information systems containing
facilty's abilly to comply with 1this saction, The protected health information are audited by
department shall have full discretion to conslder ail the Chief Compliance Officer or designee
factore when determining the amount of an prior to the completion of his/her 90-day
administrative penalty pursuant to this ssction, Introductory Period. Individuals who arc
found in violation of hospital policy
Based on interview and record review, the facilily regarding accessing of paticnt informelion
falled to safequard the medical Information of two without authorization will be subject to
palients, Patient A and Patient B, when Emplayee disciplinary action as per hospital policy
1accessed lheir electronic  medical  information "Sanctions for Breach of Paticnt Information”.
without authorlzatlon, which resulted In a breach of 10. All new hire employees receive HIPAA
madlcal infarmalion for Patients A and B. training at the time of Orientation, Which is—a -~
now scheduled on the first day of ; el R
: 3 R 7 4 | 3.,--{
FINDINGS; employment and priar to his/her woFkiag inFv -
On Aprl 1, 2014at 10:00 AM, a phone Interview their designaled department. zo 1 .
»n
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was conducied with the facllity privacy officer (FPQ) B) The Chiel Compliance Officer has direct  |9/5/2015
to Investigale an enlily-raported incident of a breach oversight of this plan of correction,
of medical information for Patlents A and B. The C) Our plan for compliance and a monitoring (1/1/2014
FPO advised thal Patient A had previously been in process lo prevent recurrence includes
a romanlic relalionship with Employse 1 prior to HIPAA training on the first day of
marying Patlent B, Patlent A reported to the employment and prior to the new hire
Facllity Privacy Officer (FPO), who was also the employee working in their designated
Health Information Managemenl Director (HIM department, auditing of new employee record
Directer), on September 23, 2013 that Employee 1 access history prior to the completion of their
may have accessed Patlent A's clinical record 90-day Introductory Period to ensure recard
without authorization. At the time the report was access is only for work related purposes and Lo
made, Employee 1= amployment wilh the facility quickly identify areas of concern, HIPAA staff
had been lerminated. training on a mandatory annual basis and as
needed throughout the year when concerns/
The FPO/HIM Director further acvised that an audil new requirements arise. In addition, the Chief
waes conducted regarding Employee 1's access of Compliance Officer will monitor and address
Patent A's electronic  medical records on compliance through reports of PHI breaches
September 24, 2013, The resulte of the audit and investigations. The Chiel Compliance
confirmed that Employes 1had accessed medical Officer will report the number of PHI
records for Patient A on two separate dates, breaches to Performance Exeellence and the
Board of Directors on annual basis,
A raview of the facility's elsctronlc audit for Patlent D) Corrective Action was completed on July |7/31/2014
A, daled September 24, 2013, submitted by the 31, 2014.
FPO/MIM Director, was conducted on April 4, 2014 un
at 2115PM. The document provided lo the surveyor 2 o "w
was a copy of the elactronic audil and contained a @ o 'p-'_:
computerized record of log-ins made by Employee ‘_,‘_‘,‘r; q, "_'4‘,’,_:.
1on August 5 2010al 247PM, and which zo \ M
indicaled Employee 1 accessed  Palient A's e @ w9
medical information as set forlh below: ey Lo o .
2:‘;‘, T a
Outpatient PT (physical therapy) dated October 30, TA e B
2009; 8 | o
o g 2
Comespondence dated Seplember 24, 2009, :”‘
Evant ID:YHYI11 8/25/2015 2:04:34PM
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Doctor's first report dated September 22, 2009;
Emargency room visit dated September 21, 20089;

Emergency Room x-ray results dated Septembear
21, 2008,

Further review of the audlt shawed thal Employee 1
had accessed Fatient A's record again on February

1, 2013 and had viewed laboratory results, dated
August 14, 2012.

Review of the elecironlc audlt showed that next to
each entry under the section entitled,
"Authorization® was listed: "Ne". Whan the
FPO/HIM Director was asked how she would
determined when Employee 1 was authorized in the
role of Medical Records Clerk to access patient
medical information, she stated thal, “A file or a
portion of the flle will have a request submitted by a
doctor, Insurance company etc" She further
advised that, "My audil system would show me il :
was requestad, and than whether |t was faxed. or

L' D

‘
i

e B S
won f\'\!'i'{
malled." The FPO/HIM Director advised that lhere @ & T
had been no request submitted for Patlent A's ‘;‘,r; ‘:;. r:,{l.a.
¢linlcal racord or madical information, o \ x=m
»e P \?r'\\
During rconlinued interview with the FPQ/HIM SO im r;j*'.;
Director on April 1, 2014, al 10:00 AM, she advised %f;‘, =
that Patient A's spouse (Patlant B), also contacted e — ,_C:ii?;
her on September 13, 2013, and also requesled (o] T
that an audll be completed regarding access by C;;:- (=]
Employee 1ol Pelient B's medical records. An —i E
sudlt was conducted by the FPQMIM Olrecior on I
i
Event ID;YHYI11 B/2512015 2:04:34PM
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September 24, 2013,
A review of the medical record audit for Patlent B,
dated September 24, 2013, was conducted on Aprll
4, 2014al 2:30PM. The documenl contained a
computerized record of log-ins made by Employee
Ton February 1, 2013 from 3:34 PM to 3:35PM,
which Indlcated Employee 1had accessed the
following medical information of Patiant B:
a. Emergency room visit dated February 5, 2012
b. Emergancy room |aboratory resulls  daled
February 5, 2012
c. Emergency room x-ray results dated February 5,
2012
|
d. Quipatient x-ray results dated January 7, 2011
e. Outpatient lsboratory results dated December 1,
2010
f. Laboratory rasults datad June 11, 2012
! e
% pe - .
g. Physician Orders dated June 11, 2012 ! > > Eon
m WD |
h. Laboratory results dated June 14, 2013 . ol Sy
'z.n -0 — =i
s - (71
On the audit document, next to each record entry > : e
n@ A (LT
accessed by Employee 1, was a column with a o N i
section eplitied, "Authorization on flle”  For each ™M jf..:q
record entry under fhis authorization on file column, Lﬁ A -
it was Jisted; "No". The FPQ/HIM Director was o . 3%
asked how she would determine whaen Employea 1 ? L
—
Event ID:YHYI11 B/26/201b 2:04:34PM e
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PREFIX
TAG

SUMMARY STATEMENT OF DEFICIENCIES
(EACH DEFICIENCY MUST BE PRECEEDED BY FULL
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PREFIX
TAG

0 PROVIDER'S PLAN QOF CORRECTION [ %5
(EACH CORRLCTIVE ACTION SHOULD BE GROGS-
REFERENCED TD THE APPROPRIATE DEFICIENCY)

COMPIETE
DATE

was aulhorized in the role of Medical Records Clerk
lo access pallent medical Information, she slated
that, "A file or a portlon of the flle wil have a
request submilted by a doclor, insurance company
etc." She further advised that, "My audit system
would show me il was requested, and then whether
it was faxed, or mailed.” The FPO/HIM Director
advised that there had been no requesl submitted

for Paliant B's clinical regord or madical
informatlon,

On Aprll 4, 2014st 1100 AM, a review was
conducted of the face sheets (a form that contains
the pallant's demographlc Information) for Patient A
and Petient B. As explained by the FPO/Director
of Medical Records, face sheels can be viewed
when enlering a patlent's elsctronic file if the parson
activated thal tab under the patlents' name. The
FPQO/Director of Medical Records furthar explained
that the face sheats contaln information with
pallent's name, address, home and work phone
numbers, soclal sacurlly number, admission dala,

dale of bith, emergency contact Information,
Insurance information and workers' compeansation
information.

An Interview was conducted on April 4, 2014 al
415 PM, with the FPO. The FPQO advised that
Employee 1was employed in the role of
admissiona  clerk  from  July 10, 2010 through
Oclober 12, 2012, and was employed In the role of

medical records clerk from October 2012 through
August 2013,

A review of Employee 1 termination letter, dated

o Badts G\
7
v

Event ID:YHYI11
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COMPLETE

August 7, 2013, was conducted and reflected !
Employee 1was terminated following a previous[
Incldant of  “deliberate violation of hospital policy |
resulting In a breach of patient privacy and unlawful
access to patlent health information.” Tha latter

was signed by the Health Information Management
Diractor (HIM Diractor).

Durlng 2 review of the facility's admigsion clerk job
description/evaluallon signed by Employee 1on
July 13, 2010, the duties Included: “inpulling data
of new patienls into the computer" and “obtaining

slgnatures on consents and admission forms."

During a review of tha facility's medical record clerk
Job description/evaluation signed by Employae 1 on
September 27, 2012, the duties included:
"Conducting hosplal business In an ethical and
lawful manner” Other dutles listed included: "File
gll records ready for destruction, Perform quality
review c¢heck on  records ready for
destruction...Answer  lelephones  when necessary;
Helpe physiclans and staff locate needed records.
Takes information for recards releasas.”

When the FPQ/HIM Director was asked how she
determined when Employes 1 was authorized in the
rale of Medical Records Clerk lo access patient
medical Informatlon, she stated that, "A file or a
portion of the file will have a requesl submilted by a
doclor, Insurance company ete" She further
advised that, "My audit syslem would show me it
was requested, and Ihen whether it was faxed, or
mailed.” The FPO/MIM Diractor advised that there
had been no request submilted for Patients A or

3NYS
Gl
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B's clinlcal record or medical informalion,

The FPO provided copies of Employee 1's training
in protecling patient confidentiality. A document
entitled, “Statement of Confidentliality," daled July
12, 2010, which included Information concerning
Employes 1's  annual updated ftraining In
confidentiality ~ lhrough  September 2012, was
reviewed, The documents indlicated that Employee
1was aware thal access to patienf's medical
information was on a "need fo know" basls, "In
order 1o carry out the duties Involvad In the
treatment, biling, or healthcare operatlons of the
hospltal," and had been frained In pafient
confidentiality. (n addition, on July 12, 2010,
Employee 1 signed a “Statement of
Confidentiality,” which Indicated, "I further
understand  that  ignoring or  disregarding the
principles of Lhis confideniiality acknowledgment
subjects me to approprate disciplinary actions as
outlined in the personnel pollcies, medical staff
bylaws and ..other applicable policies, Employee
1 signed the acknowledgement on July 12, 2010,

The facility failed lo ensure thal confidentlalty of
patienl medical information was malntained. when
portions of elecronic medical records of both
Patient A and Patient B, were accessed by
Employee 1, wilhout authorizalion. This failure of
the faclity to ensure the confidentiality and securlty
of Patients' A and B's medical Information resulted
in breaches of medical information, and which
placed both patlents at risk for identity thefl,

Event IDIYHY111 /252015
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