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| The following reflects the findings of the Department
| of Public Health during a complaint/breach. event
visit: '

Complaint Intake Number.:
CA00408758 - Substantiated

{1Representing the Department of Public. Health.
Surveyor D # 25730, HFEN

The inspection was limited to the specific facility
event investigated and does not represent the
findings of a full inspection of the facility.

Health' and Safety :Code Section. 1280.15(a) A ‘ ‘The stalements made on this Plan of Gorrection are
clinic, health facility, home health ‘agency, or not an admission and do nol constitute agreement
hospice {;censed put‘suant ‘to Sedjan 1204 1250, with thcalleg,ed deficiencies herein, Thx.sPlan of
1725 or 1745 shall prevent ,}mawfm or Correction constitutes UCSE Medical Center's:
unauthorlzed access to, and use or disclosure of, »wrxumucdnhlg.;lle;,ationafcmnphameforthe
patients'  medical lnformatuon as .defined in | ,dcmmm poted i
Isubdivision (g) ‘of Section -56.05 of the Civil Code.
and consistent with Section 130203.. "The -
department, after Invesligation, may . assess an
administrative - pena!ty far “a violation' of this . section
of up to twenty-five’ thousand- doflars ($25,000) per |
patient whose ‘medical ‘information: was unfawiully :
or without authonza:ion accessed used, ‘or
'dnsciosed and up to seveateen thousand five
huﬂdred doliars ($17 500) per subsequent'
'occurrenice. of unlawful of unauthorized access,
use, or ‘disclostre - of ‘that patiers’ .medical
information. ) :

For purposes of the investigation, the: department
shal% ‘considet: the clinic’s, heaith. facitity's, |
‘|agency's, or hospice's - history -of compliance -with
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By s!grdng this documem lam acknm/ledgmg reaenpt of me entire c:tanon packeli ,Mﬁ

that mher safeguards pmwde sutﬁczent profectian to the patien .Bwa}nt for nursmg homeS. me findings above are discmsabla 80 days following the date
of stirvay whether of riot a plan of comection is pmvsded “Forn smg homes, the above Fndings and plans of correction are disclosable 14 days hiéorwing
the dam thase documemts are made avaxlable to the facmty If deﬁcaencles are cited, an appraved plan of correction is requisite to continued program
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CALIFORNIA HEALTH AND MUMAN SERVICES AGENCY

DEPARTMENT OF PUBLIC HEALTH
STATEMENT OF DEFICIENCIES £4) PROVIDERISUPPLIERICLIA {X2) MULTIPLE CONSTRUCTION {X3) DATE SURVEY
AND PLAN OF CORRECTION IDENTIFICATION NUMBER: COMPLETED
A BULDING
050454 B WING 08121/2014
NAME OF PROVIDER OR SUPRLIER STREET ADDRESS, CITY, STATE, 2IP CODE

UCSF Medical Center

505 Parnassus Ave, San Franclseo, CA 94143.2204 SAN FRANCISCO COUNTY

o

PROVIDER'S PLAN OF CORRECTION

a gnrlinend's Faaebook page

Findings:

During an interview oOn 8/21/14 8t ‘approximaisly
10:45 AM; the Hospital's Privacy. Analyst (PA 1)
stated that on’ 7/15/14 Patient 1contacted the
hospital's Patient Relations and - anacy Offices
with CONCRINS that hxs electronic’ medical record

(EMR) had been mapprcpnatety accessed after-

Patient 1 had seen a his medlcaE status posted on

X4)ID. SUMMARY STATEMENT OF DEFICIENCIES (x5
PREFIX (EACH DEFICIENCY MUST BE PRECEEDED BY FULL PREFIX (EACH CORRECTIVE ACTICN SHOULD BE CROSS- COMPLETE
TAG REGULATORY OR LSC IDENTIFYING INFORMATION) TAG REFERENCED TO THE APPROPRIATE DEFIGIENCY) DATE
this ‘section and other related state and federal
istatutes and regulations, the extent to which the
facility -detected viclations and took preventative
action” fo mmednately correct and prevent past
vuolatlans from  recurring, and factors outside its
| contral that restncted the facmty's ability to comply
with. this secﬁan The department shall have full
‘discretaon to- mnsider all factors when determining
the amount of an administrative penalty purstant to
this section. ' :
This RULE is not met as evidenced by;
Based -on ‘interview and -record review, the hospital Plan of Corvectios:
faﬂed fo: protect the conﬁdentlaifty of F’attent 1s The invelved e.mplowc had received privacy training
medical record when an employee (Staff 1)  priorto the event . 72004
accessed Pat:en% s pmtected health information The employee was placed on leave on Tuly 20, 2014. .
On Septeinber 23, 2014 the smployed was seata 912314
wstho,ut au §honzahon and the empwyee shared this - Notice of Tnlent, o Digmiss -
information with & friend (Patient 1's girfrlend), who OnOctober2, 2014 the emp!hyeemqgned from the 1002414
was. not employed by the. hospital, and :the girfriend | medical ceriter. St
posted some of this mfmmatzon ‘on her Facebaok
-account This- had the potentxal for embarvassment ‘Monjtoriig Plan:
of Patient 1 whose informatnon was broadcasted. 1 The Privacy Department is nouf'edut rcpmud .
. Ongoing &
privacy bircaches. The depariment tracks and Quaterly

trends privacy breaches and reporls this information
quarterly o he Privacy Compliance Commilec.

Responsible Party: Patient Care Manager
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CALIFORNIA HEALTH AND HUMAN SERVICES AGENCY
DEPARTMENT OF PUBLIC HEALTH

STATEMENT OF DEFICIENCIES {X1) PROVIDERISUPPLIERICLIA
AND PLAN OF CORRECTION IDENTIFICATION NUMBER:
050464

{X2) MULTIPLE CONSTRUCTION

A BUILDING
8. WING

(X3} DATE SURVEY
COMPLETED

08/2412014 ’

NAME OF PROVIDER OR SUPPLIER
‘| UCSF Medical Center’

STREET ADDRESS, CITY, STATE, 21 CODE
505 Pamnassus Ave, San Franclsco, CA 94143-2204 SAN FRANCISCO COUNTY

PREFIX
TAG.

e

 SUMMARY STATEMENT OF DEFICIENCIES
(EAGH DEFICIENCY MUST BE PRECEEDED BY FULL
REGULATORY DRLSCIDENTIFYING INFORMATION)

) _ ' PROVIDER'S PLAN OF CORREGTION L s
PREFIX (EAGH CORREGTIVE ACTION SHOULD BE CROSS. COMPLETE
TAG REFERENCED T THE APPROPRIATE DEFICIENCY) DATE

‘The hc:spztal

| Deﬂ
Privacy Department  These. parameters inclided |

|PA 1 stated ‘that after Patient' 1's complaint was

made and audit of access logs to .Patient 1's EMR

jindicated. a2 clerk (Staff 1) working on the

ObstetncsILabor & Delivery Adm:ttmg Unit had, on

711114, accessed seven 'areas of Patient 1's EMR.
without any apparent busmess justification.

The . PA 1stated ‘Patient 1 had .not ‘contacted :his:
gsrlfnend for ‘some. time s0 the gtrlfnend ‘asked ‘Staff

110 look at Patient 1's.EMR 1o ‘see.if there was a
medical reason. for his”lack -of contacting her. Staff
Taccessed Patient 1's EMR and shared ‘the resuits

with the ‘girifiend. The girlfriend then posted- some
of this protected health information on her |
| Facebook page.

The PA-1.stated the' fac;hty did not have a copy of |

ion whlcb was posted on the girlfriend's

,Facebooic account bt he stated it went something
like "heard he (Patient. 1) is’ sick,. expecting’ the.

warst, but he is doing OK; not major.”

perfo by tha §nformat:on Technology‘

nt using the garamatars set by the

Patient 1's name; date of birth *and-medical recorder
number, and systems; APEX, and dates 7/8/14 fo
724114, PAM, in concert ‘with ‘the involved
Depaitment Managers, confirned that Staff 1 had

accessed Patient’ f's electronic medical record

wuthout business. justification or authm;zahan, The
final audit report indicated that Staff ‘1 had gone into

“Modules" - “which- included - -protected - health-

pzovided & copy.of the ﬁnal audit with a |
;Ietter, dated .2120/15 which stated the. audit was

Event ID:QKPO11

1612015

34B:44PM
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CALIFORNIA HEALTH AND HUMAN SERVICES AGENCY
DEPARTMENT OF PUBLIC HEALTH

STATEMENT OF DEFICIENCIES {X1) PROVIDERISUPPLIERICLIA {X2) MULTIPLE CONSTRUGTION (X3} DATE SURVEY

AND PLAN OF CORRECTION IDENTIEICATION NUMBER: COMPLETED
: A BULDING
050454 B WING Q872112014

NAME OF PROVIDER OR SUPPLIER STREET ADDRESS, CITY, STATE, ZW CODE '

UCSF Medical Center 505 Parnagsus Ave, San Franclsco, CA 94143.2204 SAN FRANCISCO COUNTY

(x4 1D SUMMARY STATEMENT OF DEFICIENCIES ) PROVIDER'S PLAN OF CORRECTION o
‘PREFIX {EACH DEFICIENCY MUST BE PRECEEDED BY FULL PREFIX (EACH CORRECTIVE ACTION SHOULD BECROSS- ] COMPLETE
TAG TAG REFERENCED TO THE APPROPRIATE DEFICIENCY} - DATE

REGULATORY OR L5C IDENTIFYING INFORMATION)

information "such as physician rotes, test reports
and encounters with staff as. well as his
demographic information.

In a lefter from the facllity's Manager of
Accredltatlon and Ltosnslng {Mgr) dated 10/31/14,

the Mgr stated that an investigatory hearing was
held ‘with ‘Staff ‘1 on 8/114. The meeting atteridees |

included ‘the Patient Care Mariager, the Director of

Perinatal ~Services, the Senior Admitting ‘Worker,
the employee's. Union Represeniative, and. the

Employee Relations Consiitant,  The - Mgr ‘wrote

that there ‘was "po wiitten. .summary of this

meeting”, and ‘“the employee - did not provide a

written attestatmn regarding the evant" “The Mgr |-
indicated the employee resighed effec_tsve 1072114,

Record review indicated Staff 1had -received |
“Privacy .and Security Bﬁeﬁng" -an sonding {raining |

course, on 11127/10

Tha facility failed to -ensure: the: conﬁdenuatlty of
Protected -Health. tnformatxon and persona! ‘medical

information when a staff member accessed Patient |
1's. ‘electronic medical record withoat a;:thpn_zatlun ‘
and shared this information ‘with an individual not.

employed by the hospital. :
The employee's action to access: the pahant’
medical information for improper - purposes violated

| Health- and Safety Code 1280.15.and is therefore |-

subjectio the applicable civil penalty assessment,

Health and Safety Code 1280.15 (b)(2)
“1oA clinic. health’ facmty, agency, or hcspice shaa o

Event IDXGKPOT1

11136/2015

3:46:44PM
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CALIFORNIA HEALTH AND HUMAN SERVICES AGENCY
DEPARTMENT QOF PUBLIC HEALTH.

STATEMENT OF DEFICIENGIES {X1) PROVIDER/SUPPLIERICLIA {X2) MULTIPLE CONSTRUCTION {X3} DATE SURVEY
ANT PLAN OF CORRECTION IDENTIFICATION NUMBER: COMPLETED
A BUILDING
a50454 B. WING 08/21/2044
NAME OF PROVIOER OR SUPPLIER STREET ADDRESS, CITY, STATE, Z/P CODE -
UCSF Medicat Center 505 Parnassus Ave, San Francisco, CA 84143.2204 SAN FRANCISCO COUNTY
(X430 SUMMARY STATEMENT OF DEFICIENCIES o PROVIDER'S PLAN OF CORRECTION (X5
PREFIX {EACH DEEICHENGY MUST BE PRECEEDED BY. FULL PREFIX {EACH CORRECTIVE ACTION SHOULD BE CROSS- COMPLETE
TAG REGULATORY OR LSC IDENTIFYING INFORMATION) TAG REFERENCED TO THE APPROPRIATE DEFICIENCY) DATE
also report-any uniawful-or unauthorized access to,
or use or disclosure of a patient's medical
information” to the affected patient or the patient's g
| representative. at the last _known address, no later vﬂ'
‘Ithan five business days after the unlawful or {
unautherized apcess, ‘use, .or disclosure has been
detected by ‘the dinic, health facmty, agency, or
hospaoa "
The CDPH verified ‘that the facility. informed the |
affected - patient(s} or. the -patient’s representatwe(s) .
of the unlawful or' unauthorized access, use or
disclosure of the patients medical information, '
T92 DIVS CHA J 70707(6)(8) Patients' Ric Plan Correction:
S CHT ART7-7070 {B)( ) Patients” *9“‘5 The mvaivcxicmplayeehad :ccem:d privacy training. | 7/20/14
piorio the event.
(b) A list of these patients’ rights shall be posted-in The employee was placed on leave on July 20, 2014. /2314
both :Spanish .and English . in apprapnate places ~ On September 23, 2014 the employeewas senta ‘
thm the-hospf xtat 50 hat.such rights may -be read. g:;%irzgz‘;{;nég?‘ﬁ;f lm;ﬂnynewswned froni the
by pattents This Ixst shall include but not be Iimlted» medical centet, 10/2/14
toﬂxepaﬂents nghts‘ .
Maonitoririg Plan:-
(8)' Confidential treatment of all communications The Privacy Departiment is notified of reported privacy | ¢y vio0 g,
| and - records pertaining o the care and. the stay in hreaches: The department tracks aind | Quarterdy
an : wends privacy bieaches and reports this information
the hospital. Written - Penmssmnv 5ha"‘ be obtained quarterly to the Privacy Compliance Comnvittee.
before the medical records. can be ‘made available
‘[ to-anyone not directly concerned with the care, Responsible Pactys Patient Care Manager
| This RULE: is not met as evidenced by:
Based on interview -and record review, the hospital
Event ID:QKPO11 11/16/2015 3:45:44PM
State-2567 “Page5of6



CALIFORNIA HEALTH AND HUMAN SERVICES AGENCY
DEPARTMENT OF PUBLIC HEALTH

STATEMENT OF DEFICIENCIES (X1} RROVIDERSURPLIERICEIA {X2} MULTIPLE CONSTRUCTION (X3) DATE SURVEY
AND FLAN OF CORRECTION IDENTIFICATION NUMBER: COMPLETED
A BUILDING
060454 : B.WING 08/21/2014
NAME OF PROVIDER OR SUPPLIER ’ » | STREET ADDRESS, CITY, STAYE, ZIP CODE
UCSF Medical Center - §05 Parsassus Ave, San Francisco, CA 841432204 SAN FRANCISCO COUNTY
(a0 "' SUMMARY STATEMENT OF DEFICIENCIES (3] ' " 'PROVIDER'S PLAN OF CORRECTION (x5}
PREFIX {EACH DEFICIENCY MUST BE PREGEEDED BY FULL PREFIX {EACH CORRECTIVE ACTION SHOULD BE CROSS- COMPLETE
TAG REGULATORY OR LSCIDENTIFYING INFORMATION} TAG REFERENCED TO THE APPROPRIATE DEFICIENCY) DATE
fai!ed to. protect the confidentiality of Patient 1's
medical record when an employee (Staff 1)
accessed Patient 1's prolected health information
‘withoqt authorization and. the employee shared this
information .with .a_ friend - (Patient 1's girlfriend), who |
was not.employed by-the “hospital, and the girifriend |
posted some of this information on her Facebook
‘laccaunt.. This had the potential for embarrassment
of Patient.1 whose information was broadcasted,
Findings:
|Please see details in Heath & Safety Code
11260.15(a). : :
o {'A’““ o8
t
Bventinokpott ' 1171612015
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